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XSSInjections Attack Model
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XSSInjector

> Prototype tool for executing CT generated attack vectors. Case Study

> Browser Oracle for checking executed JavaScript. » WAVSEP: Well known verification framework with known

Koha: An integrated library system written in Perl.
W3C tidy service: Online tool for validating and fixing HTML code.

> > vulnerabilities, used to evalute automated web application
% }9 }9 >—’ iy vulnerability scanners.
— — » Piwigo: A PHP-based photo gallery software.
Dj » MyBB: Self-hosted bulletin board application.
>
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Reflection Oracle (RO)

» Verify whether the injected attack vector is present in response.
» False-positives and false-negatives easily possible.

3. Search for reflected payload
1. Send payload i

2. Send response >:H EvaluatiOn

XSSlnjector SUT

Browser Oracle (BO) WAVSEP Injection Rage (Browser Oracle)

100
» Gets a request from executed attack vector.
» No false-positives.
3. Execute payload 1. Send payload
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Found Vulnerabilities Number of total XSS injections for all SUT endpoints for both oracles.

Grammar 1 | Grammar 2 | Grammar 3

CVE-2015-4631 Learn more at National Vulnerability Database (NVD) SUT t
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SERERRDS | HRIEROE | MEMEEREA | 28 Multiple cross-site scripting (XSS) vulnerabilities in Koha 3.14.x before 3.14.16, 3.16.x before 3.16.12, 3.18.x before 3.18.08, and

authoritiesfauthorities-home. pl; the (3) delay parameter to acquiflateorders.pl; the (4) authtypecode or (5) tagfield to adminfauth_«
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Weekly Newsletter W3C recently submitted to a Web Application Penetr Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complel
project and specifically targeted Reflected-Cross-Site

W3C Blog size of our website and the nature of our organizatior

Mailing Lists penetration tests in the past, conducted its own audit - -
W3C's online tidy service and corrected. Anyone runi
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CVE-2018-19202 Learn more at National Vulnerability Database (NVD)
* CVS5 Severity Rating * Fix Information * Vulnerable Software Versions « SCAP Mappings = CPE Information

L] L]
Description P IWI g O
Acreflected XSS vulnerability in index.php in MyBB 1.8.x through 1.8.19 allows remote attackers to inject JavaScript via the 'upsetting[bburl] parameter.
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References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

+ COMFIRM:https://blog.mybb.com/

+ COMNFIRM:https://mybb.com/versions/1.8.20/ My B B

CVE-2018-19201 Learn more at National Vulnerability Database (NVD)
* CVSS Severity Rating * Fix Information « Vulnerable Software Versions * SCAP Mappings * CPE Information
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Description

A reflected XSS vulnerability in the ModCP Profile Editor in MyBB before 1.8.20 allows remote attackers to inject JavaScript via the ‘'username’ parameter.
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Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.
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« CONFIRM:https:{/blog.mybb.com/2019/02/27/mybb-1-8-20-released-security-maintenance-release/
+ CONFIRM:https:/fgithub.com/mybb/mybb/blob/feature/SECURITY.md#technical-details-of-known-issues
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